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Some Perspective
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Smartphone OS Market Share
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Some Perspective
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Malware in 

Applications Markets
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Android Architecture
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Classic Architecture in Smartphones

Combination of two environments in 

one device: 

• Cellular  

• Computing 

Mobile communication security deals 

with protection of the modem and the 

mobile network 

We focus on security threats and 

defenses at the computing 

environment

Baseband Chip

Application Layer

Operative System

Hardware General Purpose
CPU

Cellular Environment

Computing Environment
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Linux in Android 

The Android security model is based in part on the concept of 

application sandboxes. 

The Linux kernel provides discretionary access control (DAC) 

• Applications have an ID (UID) and group ID (GID) 

• Access to operations on files limited by UID 

Starting with Android 4.3, SELinux is used to further define the 

boundaries of the application sandbox
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Applications 

Two main filesystems on a device internal storage 

• System ➜ read-only, pre-installed applications  

• Data ➜ third-party applications, segmented file permissions 

Applications are bundled in a .apk file that always contains:  

• Application manifest AndroidManifest.xml 

• Resources 

• Executable .dex file   

Optionally, an application can contain native libraries in the 

form of .so files
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Applications 

Applications are written in Java using the Android SDK 

Java source code is compiled to Dalvik bytecode into the dex file 

Native libraries can be developed with the Native Development Kit 

(NDK) and uses the Java Native Interface (JNI)

Application.apkApplication Source

.java files
AndroidManifest.xml
res/

.dex file
AndroidManifest.xml
resources.arsc
res/

javac dx

.class library 
files

.class files

apkbuilder
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Dalvik Bytecode 

Java Source Code Java Bytecode Dalvik Bytecode

public double 
m2(int a)
{
  if (a != 0)
    return 1.0;
  else
    return 2.5;
}

public double 
m2(int);
0: iload_1
1: ifeq 6
4: dconst_1
5: dreturn
6: ldc2_w #double 
2.5d
9: dreturn

public double m2(int);
0: if-eqz v3, 5 // +5
2: const-wide/high16 v0, #long 4607182...
4: return-wide v0
5: const-wide/high16 v0, #long 4612811...
7: goto 4 // -3

Classes are assembled in the .dex file instead of being in 

separate .class files.  

Dalvik bytecode is interpreted by an instance of the Dalvik VM 

The Dalvik VM is register-based whereas the Java VM is stack-based 
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Application Framework 

Loading an application is done by forking the Zygote system process  

The child process executes the Dalvik VM which runs the dex file 

Each process is assigned a unique UID and GID 

• Own virtual memory and private storage space per process

Linux

zygote
Application

Dalvik VM

classes.dex

Application

Dalvik VM

classes.dex

lib.so

Binder
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Application Components 

Applications are divided into components inherited from classes 

• Activity ➜ user interface 

• Service ➜ background process 

• BroadcastReceiver ➜ reaction to events 

• ContentProvider ➜ persistent storage 

Each component has its own lifecycle and methods 

The manifest defines active and accesible components 

The lifecycle describes how a method is called by the framework
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Inter-Component Communication 

Applications communicate with each other at the component level 

ICC is enabled by the Binder driver 

The main message object is the intent, for example: 

• component calls an activity’s method 

• component uses a remote service component as local 

• system component notifies broadcast receivers of an event 

Intents can be either: 

• Explicit ➜ unambiguous destination 

• Implicit ➜ declare an action to be done
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Inter-Component Communication 

Other passed objects can be: 

• Uris ➜ for addressing values in ContentProviders 

• Bundles ➜ generic containers of data passed to start an Activity 

• Cursors ➜ references to query results 

• ContentValues ➜ containers for ContentResolvers 

The generic Android communication model encourage reuse of 

code and resources
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Security on Android
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Threat Model 

As any computing device, smartphones have 

vulnerabilities and threats at every layer 

However, the greatest concern is on application security 

Devices execute untrusted code distributed through 

application stores
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Android Permissions 

Beyond the sandbox, the Android permission mechanism      

governs most of ICC in the system 

Each application defines several sets of permissions in its manifest 

• Permissions to be granted 

• Permissions needed to access each of its components 

Permissions have security levels 

• Normal ➜ granted by user at install time 

• Dangerous 

• Signature 

• SignatureOrSystem
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Mandatory Access Control 

SELinux is integrated in the system to circumvent some of the 

limitations of the Linux DAC  

• The original system does indeed not enforce any restrictions 

on root processes and applications 

Applications are isolated by default, but mistakes in their code can 

lead them to be vulnerable 

The Dalvik VM does not provide security, as native components 

bypass it
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Application Security 

Most security research on Android deals with the behavior of 

applications available at the different application stores 

The typical security issues are leaks of phone identifiers and 

physical locations 

We can differentiate several types of problematic applications  

• Overprivileged  

• Insecure 

• Malicious
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Overprivileged Applications 

Android kills an application if it issues an API call without 

having the permission to do so 

Poor API documentation makes hard for developers to infer 

permissions required by methods 

Certain applications request one or more permissions they do 

not need 

• Potencial vulnerabilities will be more critical 

• More likely to be malicious
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Insecure Applications 

To benefit from the sandbox, an application must be careful 

regarding how it stores its data and uses ICC 

Components must ensure that ICC data they send can not be 

read by unauthorized receivers 

• Implicit intents for services can lead to service hijacking 

• Implicit intents for BroadcastReceivers can led to 

Broadcast theft 

Components must only react to expected messages, not 

spurious ones
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Malicious Applications 

Applications with evil intentions can take advantage of three 

kind of flaws 

• System ➜ Exploit vulnerabilities in system processes 

• Insecure Applications ➜ to perform unauthorized actions 

• Permissions ➜ too coarse-grained for specific behaviors
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Malicious Applications 

Permission re-delegation 

• App1 has no permission to access certain resource 

• App2 has the required permission and a public interface 

• App1 can gain additional privileges through App2

API

Malicious Application

Permission System

Insecure Application

Alarm Clock Browser

INTERNET INTERNET
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Malicious Applications 

Permission re-delegation 

• App1 has no permission to access certain resource 

• App2 has the required permission and a public interface 

• App1 can gain additional privileges through App2

API

Malicious Application

Permission System

Insecure Application

Alarm Clock Browser

INTERNET

visit website
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Malicious Applications 

Permission re-delegation 

• App1 has no permission to access certain resource 

• App2 has the required permission and a public interface 

• App1 can gain additional privileges through App2

Malicious Application

Alarm Clock

public void setAlarm(View view){

Intent intent = new Intent();
String urlString = “http://www.very-malicious-site.com”;
Uri intentUri = Uri.parse(urlString);

intent.setAction(Intent.ACTION_VIEW);
intent.setData(intentUri);
intent.setFlags(Intent.FLAG_ACTIVITY_NEW_TASK);
startActivity(intent);

}

http://www.very-malicious-site.com
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Reverse Engineering 

of Android Apps
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Analysis of Walkinwat.A 

Walinwat.A poses as the application "Walk and Text” 

It displays objects in front of a user while walking so they can walk 

and text at the same time. 

The trojan sends identifying phone data to a remote server for 

collection and also sends a message to each contact on the affected 

phone
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Analysis of Walkinwat.A 
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Analysis of Walkinwat.A 



Smartphone SecurityGEORG-AUGUST-UNIVERSITÄT GÖTTINGEN
Computer Security Group

34PAGE:

Computer and Network Security

Analysis of Walkinwat.A 
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Security Analysis 

and Countermeasures
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Automated Analysis 

Most research focus on automating source code auditing and 

reverse engineering to find vulnerabilities and detect malicious 

behavior 

Malware analysis can be done 

• Online ➜ on the user’s phone  

• Offline ➜ at the application store 

Unfortunately, many interesting properties are undecidable 

• “the application cannot leak private data”  

• “the application is not vulnerable to intent spoofing attacks”  
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Static vs. Dynamic 

Static analysis is typically used at compile time on Java source code 

or on disassembled Dalvik bytecode 

Dynamic analysis guarantees that certain flows are executed but 

can not explore all possible execution paths 

The main tradeoffs between static and dynamic analyses are  

• Precision 

• Soundness 

• Cost
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Static vs. Dynamic 

Static Analysis &  

Machine Learning

Bytecode

Disassembler

Analysis

\x5e\x31\xc0\x88\x46\x07\x8d
\x1e\x89\x5e\x08\x89\x46\x0c
\xb0\x0b\x89\xf3\x8d\x4e\x08

00041e: 12f0  |0003: const/4 v0, #int -1 // #ff
000420: 0f00  |0004: return v0
000422: 1220  |0005: const/4 v0, #int 2 // #2
000424: 28fe  |0006: goto 0004 // -0002
000426: 1250  |0007: const/4 v0, #int 5 // #5

System call based 
• Disassemble application 

• Extract system calls 

• Anomaly detection
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Static Analysis & 

Machine Learning

Source code based 
• Decompile application 

• Static code analysis 

• Anomaly detection

Bytecode

Disassembler

\x5e\x31\xc0\x88\x46\x07\x8d
\x1e\x89\x5e\x08\x89\x46\x0c
\xb0\x0b\x89\xf3\x8d\x4e\x08

00041e: 12f0  |0003: const/4 v0, #int -1 // #ff
000420: 0f00  |0004: return v0
000422: 1220  |0005: const/4 v0, #int 2 // #2
000424: 28fe  |0006: goto 0004 // -0002
000426: 1250  |0007: const/4 v0, #int 5 // #5

Analysis

Decompiler

Intent localIntent1 = new Intent 
("android.intent.action.SEND", localUri2);
Intent localIntent2 = 
localIntent1.addFlags(524288);
String str = 
this.activity.getResources().getString(2131230758);

Static vs. Dynamic 
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Taint Analysis 

The main security property targeted by existing analyses on 

Android is information-flow security  

Detecting flows leaking information from secure locations to less 

secure locations 

• Sources ➜ API methods returning sensitive information  
• GsmCellLocation.getCellLocation()  

• TelephonyManager.getDeviceId()  

• Sinks ➜ API methods that leak sensitive information 
• SmsManager.sendTextMessage()  

• FileUtils.stringToFile(String, String) 
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Taint Analysis 

Explicit flows are usually 

detected with a technique 

known as taint analysis  

It consists in propagating 

taints from sources to sinks 

through operations on 

values and assignments 
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Other Security Analyses

Permission policies 
• Combination of perms. can be 

denied at install time 

Statistical analysis 
• Detection of overprivileged 

and potentially dangerous apps

Permission Analysis
Type Category Permissions Avg. Perms.

App.

Comics 
Communication 

Demo 
Entertainment 

Finance 
Health 

Libraries 
Lifestyle 

Multimedia 
News 

Productivity 
Reference 
Shopping 

Social 
Sports 

Themes 
Tools 
Travel

9 
62 
16 
21 
21 
15 
40 
45 
34 
22 
52 
21 
35 
37 
17 
1 

49 
40

0,98 
6,72 
1,46 
2,86 
1,84 
1,50 
1,36 
3,42 
3,60 
3,62 
3,98 
2,20 
4,08 
4,52 
2,20 
0,02 
3,88 
3,74

Games

Arcade 
Casino 
Casual 
Puzzle

7 
15 
14 
10

1,74 
2,30 
2,00 
1,30
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Other Security Analyses 

Several tools look for vulnerabilities in Android applications 

using static analysis on Dalvik bytecode.  

There are many different potential vulnerabilities in 

applications such as activity and service hijacking, enabled 

by Intent- and broadcast-based attacks 
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Research Methods & Tools
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Examining and modifying classes and methods at runtime 

using iterators and strings

Limitations & Challenges

String className = ...;  
Class c = Class.forName(className); Object o = c.newInstance(); 
T t = (T) o; 

If some class Foo is available, it can be referenced as 

Foo.class instead of Class.forName(”Foo”) 

This is often used in Android to build intents

Intent intent = new Intent(this, DisplayMessageActivity.class);

Reflection
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Strings to reference content in ContentProviders and 

perform queries  

Some are built dynamically and determining their value can 

be challenging

Limitations & Challenges

Getting Java bytecode back from Dalvik bytecode is non-trivial 

Uris

Dalvik Bytecode
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Application execution is mainly event-based and most API 

calls are asynchronous  

Multi-threading is allowed by the Java Thread class and 

Android wrappers around it 

Limitations & Challenges

Most methods are based on analysis  of Java or Dalvik code  

Analyses usually either over-approximate native calls or 

ignore them

Multi-Threading

Native Code
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The manifest declares how each component is initialized 

Unlike classical programs with a single main function, an 

application can have multiple entry points (callbacks) 

The framework drives the execution of an application but this can 

influence the framework via API calls  

This results in a strong coupling between the framework and the 

API which also needs to be modeled

Limitations & Challenges

Android Framework and API
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Summary

Android is the Windows of the mobile environment… 

…but its malware ecosystem is still maturing 

Security is included in the Android system by design but 

still many vulnerabilities and opportunities for the bad  

Still plenty of room to do research and address open 

problems and challenges


